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INTRODUGTICN

Authorities have often asked the general public to remain
vigilant and atert regarding terrorism, but just as often, the
public has responded: "Remain vigilant and alert for what?"
This brochure is intended to provide information that wil: help
YOU to hefp US in our everyday effort 1o identify and stop
terrorism-before it becomes a deadly and {ragic reality.

WHO ARE THE TERRORISTS?

Many terrorists are direcled by countries or groups cuiside
the United States. However, terrorists can also be US citizens
{often called “extremists"} who target the government,
minorities, or foreign populations within the US. Whoever the
terrorisis are, and wherever they come from, they share one
thing in common: they use unlawful force or violence In order
to try to coerce andfor force a government or population to
modify its philosophy and direction.

HOW DO TERRORISTS SUPPQORT THEIR CAUSE?

Without adequate funding, terrorists cannot conduct their
misslon. Terrorists will therefere rely on easlly obtainable, but
illegal, funding, Law enforcemeant personnel refer lo these
criminal activities as "signature crimes of terrorism,” which
include:

Committing credit card fraud

Producing and selling bogus prepaid telephone
caliing cards

Selling stolen property or property bought with a
stolen credit card

Ceunterfeiting cusrency and credit cards
Participating in coupon fraud

Committing bank, mail, telephone, visa, and
fmmigeation fraud

Transporling and setling drugs

WHAT TO LOOK FOR

What kinds of things might the public encounter that
could indicate terrorism support or terrorist activity?

inteltigence Collection Practices
Theft of Large Cash Purchases of
Common or Unusual ltems
Suspicious Rentals

Unusual or Odd Discoveries

INTELLIGENCE COLLECTION PRACTICES

Photographing, diagramming, or oblaining
photographs, diagrams, or blueprints of infrastructure
or potentiat tasgets (bridges, power grid/plants, water
plants, federal/government buildings, etc.)
Possessing or purchasing magps of potential

targets possessing or purchasing global

positioning systems (GPS)

Walking, biking, or driving in or near potential targets,
without a specific and valid reason {may indicate
surveillance, trial runs, testing of the target’s security
system, or {esting of how authorities respond to thelr
actions)

HOW DO TERRORISTS GAIN SUPPORT?

Terrorists gain support for their cause through a number of
open and closed meatings, and they share information about
thelr cause through:

» Public rallies, demonstrations, and private meetings
sponsored by suppori groups

» Posters, leaflefs, web sites, or underground press
publications

HOW DO TERRORISTS PREPARE FOR THEIR
"MISSION"?

In order o prepare for their mission, members of terrorist
organizations routinely:

« Conduct and participale in military-lype maneuvers,

demelition exercises, and weapons training

Review and practice tactical training, including the use of

communications equipment, tactical

weapens, andfor weapons of mass desiruclion

« Aliend, participate in, and practice spiritual indoclrination
(to prepare for fanatical self-sacrifice), self-defense
courses, flight training, HazMat training, and SCUBA
training

-

HOW DO TERRORISTS MOVE WITHIN OUR
COMMUNITY?

Terrorists seek to blend in with the surrouading community,
often establishing their exisience through a new idenlity.
Terrorists tend to establish and maintain their new identity
through:

Obtaining counterdeit or altered driver licenses
Altering vehicle registrations

» Carrying suspicious or forged identity
documents

Possessing photocoplies of original
Identification documents {driver licenses,
passports, birth cerlificates, social security
cards, elc.)

Establishing numerous residences through
leased or rented property, or by staying in
numercus hotels

Garrying large amounts of cash andfor using
cash paymenis for ilems that the average citizen
might purchase with credit
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PRE-INCIDENT INDICATORS

Acts of terrorism are usually well planned months or even
years in advance, While the activities of terrorists and
extremists are very subtte and coverd, their attacks are often
preceded by aclivities Known as Pre-Incident Indicators.
Pre-Incident Indicators can include a pumber of "signature”
crimes-such as 10 theft and burglarybut can also include
seemingly harmiess activities, such as taking photographs,
renting apartments, or making large cash purchases.
Tereorists also canduct survelllance of their targats, beginning
well in advance of an attack and often continuing until just
prior to the attack. Attention should be given to the following
indicators, which may indicate an association with a terrorist
organization or serve as an early warning of terrorist activity.

Characteristics of a Terrorist
Recruitment and Propaganda
Training

Movement of Personnel
Acquisition of Money
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WHAT ARE SOME CHARACTERISTICS QF
TERRORISTS?

Typically focused and committed to their cause
Team-oriented and very disciplined

Trained to be familiar with their physicat
environment, whether it be a 747 jumbo jetora
courtheuse

Will employ a variety of vehicles and
communicate predeminately by cell phone, E-
Mail, o text messaging services

Well prepared to spend years in a "sleeper”
mode until it is time to attack

+ Inmany cases, will lry to fil in and not draw
attentien to themselves

May appear "normatl" In their appearance and
behavier while portraying themselves as a tourist,
student, or businessperson

+ May be found traveling in a mixed group of men,
women, and children of varying ages, who are
unaware of their purpose

Trained to avoid confrontations with law
enforcement and therefore can be expecled fo
project a "nice-guy” image

« Known to use disguises or undergo plastic surgery,
aspecially when featured on police wanted poslers
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THEFT OR LARGE CASH PURCHASES OF
TERRORISTS

LI I I N S

Cameras and other surveillance equipment
Baby formula

Cigarettes

Beerfwineiquor

Uniforms {military, palice, pilot, detivery, etc.)
Weapons

Vehicles

Identity documents

SUSPICIOUS RENTALS OF TERRCRISTS

-
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Storage facilitiesiwarshouses
Residences

Agparlments

Hotelsimotels

Vehicles

UNUSUAL DISCOVERIES OF TERRORISTS

Weapons

Explosives

Communication equipment {emergency band
radios, hand-held radios, prepald cell phones, and
prepald calling cards)

Large amount of consumable goeds, such as
baby formula, cigarettes, or beeriwinelliquor

L.arge amount of medicines, especially over the
counter

Large amount of clothing, especially Levi

jeans

Identity documents (passporis, birth

certificates, social security cards, driver
licenses-gither originals or copies

GONCLUSIONS

it is difficult, if not impossible, {o predict the time or Jocation of
a terrorist aftack without adequate information. The only sure
way to prevent such atfacks is by gathering and acling upon
intelligence in a timely matter and by sharing that information
with other law enforcement agencies. Our best tool in the war

on terredsm is you, the public.

If you have suspicions in your cammunity about any of the
Pre-Incident Indicators referenced in this brochure, you
should obtain as much information as possible, including:

s Date, time, and {ocation of the Jncident
+ Physical Identifiers of the person or persons
+ Any vehicle descriptions

+ And a description of the suspicious activity
THEN contact the Police DPepartment at:
Telephone:

Additional information andfor training regarding AntiTerrorism
can be found by visiting the following website at:

Region Force Protection Conditions (FPCONs) /
Threat Advisories:

FPCONs Threat Advisory

+ NORMAL Low (Green})

« ALPHA Guarded (Blue)

+ BRAVO Elevated {Yellow)
+ CHARLIE High {Orange}

* DELTA Severe (Red)



